(reating a Digital Signature in Adobe Acrobat 9

Preference options vary by platform and application versions. The graphics shown are from Acrobat 9, Acrobat versions

may slightly differ but are relatively the same setup.

1. Choose Advanced > Security Settings to open the security Setting dialog box.
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2. Click Digital ID’s on the left side of the dialog box to display
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3. To build a new signature, click Add ID on the dialog box’s toolbar.
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The Add Digital ID dialog box opens, giving you four options. The first three deal with existing ID’s. You can find an
existing ID from a file, a roaming ID stored on a server, or a device connected to your computer (such as a
jump/flash drive). To build a new ID, click “A new digital ID | want to create now” and then click Next.
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Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital I is sent te others so that they can verify your signature, Add or create a digital ID using:

() My existing digital ID from:
A file

A roaming digital ID stored on a server

A device connected to this computer

@ digital ID I want to createmmr)

The next window gives you two choices on where you would like to store the digital ID. The PKCS#12 allows us to
use with a web browser and any other application that allows use of a digital ID. If you choose the Windows
Certificate Store, it is protected with your windows log in and is stored in the Windows Certificate store for any
other windows applications. Click an option, and then click Next.
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Where would you like to store your self-signed digital ID?

@ New PKCS#12 digital ID file
Creates a new password protected digital ID file that uses the standard PKC5#12 format.
This common digital ID file format is supported by most security software applications,
including major web browsers, PKCS#12 files have a .pfx or .pl2 file extension.

) Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.
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Add the information you want included in the certificate, such as Name, Organization Unit (department),
Organization Name, and Email. You can also Enable Unicode Support if you choose, but in this example we are
skipping it. The Key Algorithm has two choices 1024, which is more widely accepted and used with older versions
of Acrobat, whereas the 2048 is newer (Acrobat 9 and higher) and isn’t as widely accepted (for now) but offers a
more secure encryption. From the “Use digital ID for menu”, select the appropriate option (this example is using
“Digital Signatures and Data Encryption”). Click Next when you have finished.
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Enter your identity information to be used when generating the self-signed certificate.

Mame (e.g. John Smith): IW
Organizational Unit: Im
QOrganization Name: W

Email Address: m

Country/Region: IUS - UNITED STATES v]

[7] Enable Unicode Support

Key Algorithm: I1024—bit R5A v]

Use digital ID for: lDigitaI Signatures and Data Encryption v]
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Click the Browse button to choose the location you would like to save the certificate to, or leave the default
location in the Security subfolder of the Acrobat program’s folders so that you don’t lose track of your certificates.
Type a password and confirm the password, and then click Finish
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Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

File Name:

Browse...

Passward:

Cenfirm Password:

<Back | | Finish




Your signature will now appear and can be used to sign documents. You can close this window.
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Janeane Wolfe
JW Designer
E Issued by: Janeane Wolfe
JW Designer
Valid from: 2015/03/30 17:17:16 -04'00"
Valid to: 2020/03/30 17:17:16 -04'00'
Intended usage: Sign transaction, Encrypt document

To apply the newly created signature, or an existing signature, select Advanced > Sign & Certify > Certify with
Visible Signature or you can click on the icon, shown in Option 2.
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Once you select “Certify with Visible Signature,” a new box will appear. Read it, and click OK.

Save as Certified Document @

You are about to create a certified document. By certifying a document, you
_ vouch for its contents and enable recipients to verify that the document came
(3 from you. Certifying a document also adds tamper-resistance to detect and
prevent unwanted changes.

To certify 2 document, you need to have a digital ID. If you intend to distribute
this docurnent to a large audience, it is suggested that you use a digital ID from
one of Adobe's partners. This will allow any recipient with Acrobat or Adobe

Reader to automatically verify the certification. I

| Get Digital ID from Adobe Partner... |
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Another dialog box appears stating that once you hit ok, your next step will be to click and drag an area where you
want to add the signature field (this means that you will automatically have the tool ready to click and drag). Plans
are signed along the right side. Do not put your signature over the drawings and be sure to keep the signature in
the same location on all drawings.

Adobe Acrobat [z

B To create a signature field, first click OK to close this dialog, then click and drag
out the field's area in the location where it should appear in the document.
After creating the signature field, you'll be asked to choose additional options
to complete signing.

[] Do not show this message again
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The blue box indicates where the signature has been clicked and dragged.
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Another dialog box will appear, select the appropriate signature from the “Sign As” dropdown, enter your
password and click Sign.

[ Certify Document ﬂw
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Certificate Issuer: Janeane Wolfe

This is what your signature
A : Standard Text - . .
ppeaience: | 2onH will look like.

Certified by Janeana Wolfe
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The “Save As” dialog box will appear. Save the document with the appropriate name (refer to e-Plan User Guide).
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Your signature will now appear in the box you created, and a blue bar will appear at the top of the document.
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