(reating a Digital Signature in Adobe R
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Choose Edit > Preferences

Choose Signatures on the left side of the Preferences dialog box and the go to “Identities & Trusted Certificates”
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Undo Ctrl+Z
Redo Shift+Ctrl+Z
Cut Ctrl+X
Copy Ctrl+C

Paste Ctrl+V
Delete
Select All Ctrl+A
Deselect All Shift+Ctrl+A
Copy File to Clipboard

ake a Snapshot
Check Spelling 4
Look Up Selected Word...

@ Eind Ctrl+F
Advanced Search Shift+Ctrl+F
Protection 4
Analysis

section and click More.
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Preferences
Categories:
Digital Signatures

Cemmenting

Decuments Creation & Appearance

Full Screen :

G | = Control options for signature creation

eﬂera. = Set the appearance of signatures within a decument

Page Display

30 & Multimedia
Accessibility

Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript

Language

Measuring (207
Measuring (307
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Trust Manager
Units
Updater

Verification

= Control how and when signatures are verified

Identities & Trusted Certificates

» Create anomanage identities for signing
= Manage credentials used to trust documents

Docurment Timestamping

= Configure timestamp server settings
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Click Digital ID’s on the left side of the dialog box and then click the Add ID Button #I.;
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Manage My Digital IDs

This is a list of the digital IDs that are available for vour use on this computer. Digital [Ds are
private and should not be shared. They are used when vou create a digital signature or when you
decrypt documents that are encrypted for you using Cerrificare Security.

The Add Digital ID dialog box opens, giving you four options. The first three deal with existing ID’s. You can find an
existing ID from a file, a roaming ID stored on a server, or a device connected to your computer (such as a
jump/flash drive). To build a new ID, click “A new digital ID | want to create now” and then click Next.
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Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital IDV is sent to others so that they can verify your signature, Add or create a digital ID using:

(C) My existing digital ID from:
A file

A roaming digital ID stored on a server

A device connected to this computer

@ digital ID I want to createD

The next window gives you two choices on where you would like to store the digital ID. The PKCS#12 allows us to
use with a web browser and any other application that allows use of a digital ID. If you choose the Windows
Certificate Store, it is protected with your windows log in and is stored in the Windows Certificate store for any
other windows applications. Click an option, and then click Next.
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Where would you like to store your self-signed digital ID?

@ New PKCS#12 digital ID file

Creates a new password protected digital ID file that uses the standard PKC5#12 format.
This common digital ID file format is supported by most security software applications,
including major web browsers. PKCS#12 files have a .pfx or .pl2 file extension.

) Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.




Add the information you want included in the certificate, such as Name, Organization Unit (department),
Organization Name, and Email. The Key Algorithm has two choices 1024, which is more widely accepted and used
with older versions of Acrobat, whereas the 2048 is newer (Acrobat 9 and higher) and isn’t as widely accepted (for
now) but offers a more secure encryption. From the “Use digital ID for menu”, select the appropriate option (this
example is using “Digital Signatures and Data Encryption”). Click Next when you have finished.
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Enter your identity information to be used when generating the self-signed certificate.

Mame (e.g. John Smith):
Organizational Unit:
Organization Mame:

Email Address:

Country/Region: ’US - UNITED STATES

Key Algorithm: ’1024-bit RSA

Use digital ID for.

Cancel

3 lDigitaI Signatures and Data Encryption
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Click the Browse button to choose the location you would like to save the certificate to, or leave the default
location in the Security subfolder of the Acrobat program’s folders so that you don’t lose track of your certificates.
Type a password and confirm the password, and then click Finish
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Add Digital ID

Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

File Mame:

Ch\Users\jwolfe\AppData\Roaming\ Adobe\ Acrobat\11.0\5ecurity'PeterGriffin Browse...

Password:

|
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Confirm Password:

< Back ] [ Finish

Cancel




Your signature will now appear and can be used to sign documents. You can close this window.
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Peter Griffin
JW Designer
|i Issued hy: Peter Griffin
TW Designer
Valid from: 2015/03/31 11:49:27 -04'00'
Valid to: 2020/03/31 11:49:27 -04'00'
Intended usage: Digital Signature, Encrypt document, Key Agreement

To apply the newly created signature, or an existing signature, click on the Sign Icon @ . This will open the Fill
& Sign on the right side. Open the “Work with Certificates,” and click on “Sign with Certificate.”
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Once you select “Sign with Certificate,” a new box will appear. Read it, and click “Drag New Signature Rectangle...”
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To begin signing, choose the 'Drag New Signature Rectangle' button, and then
WY drag cut the area where you would like your signature to appear. Once you

finish dragging out the desired area, you will be taken to the next step of the
sIgning process.

[l [ Do not show this message again

Drag Mew Signature Rectangle ... ]’ Cancel
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10. The blue box indicates where the signature has been clicked and dragged.

File Edit View Document Comments Forms Tools Advenced Window Help
jjaemv @Cnmbinv &) Collaborate ~ [ Secure + A7 Sign = [=| Forms = Comment - =) stiyNote [F] TeEdits- &+ A] | B\ = & * / O O J W
O3B0 ¢ 11 ) K @8 0% - | Fnd -

g Tpewiiter | 0 I 4= = @ - ~|[14

PARKING

JW Designer

11. Another dialog box will appear, select the appropriate signature from the “Sign As” dropdown, enter your
password and click Sign.
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Password: I

Certificate Issuer: Peter Griffin
This is what your signature
Apperance ) will look like.

Digitally signed by Peter Griffin

P ete r DN: cn=Peter Griffin, o=JW

Designer, ou, G
email=p.griffin@cck.net, c=US

I G ri ffi n 3.::;?015.03.31 12:01:07

[[]Lock Document After Signing 2

a Click Review to see if document content
ey affectsgning




The “Save As” dialog box will appear. Save the document with the appropriate name (refer to e-Plan User Guide).
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15. Your signature will now appear in the box you created, and a blue bar will appear at the top of the document.
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[@ Signed and all signatures are valid. @Signatnre Panel
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